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The legislative sessions for U.S. states in 2019 produced an unprecedented number of new or
updated data protection statutes and regulations. This guide summarizes the essential elements
of these new laws. Typical among the regulations were updates to breach notification statutes
that included expanded definitions of personal information and requirements for improved
administrative and technical controls.

Noteworthy among these new laws are (1) New York state’s SHIELD Act, which imposes updated
breach notification requirements and information security controls and features wide applicability
to businesses and individuals nationwide; (2) California’s data broker registration statute,

the second such statute in the nation; and (3) at least six additional state implementations

of the NAIC Insurance Data Security Model Law, which is modeled on New York state’s
Department of Financial Services Part 500 cybersecurity regulations for financial institutions.

Did we miss something? Do you have comments or questions about this document?
Send them to: data.protection@spirion.com.

The California legislature passed six different statutes making multiple changes to the
California Consumer Privacy Act of 2018 (CCPA). However, the changes were around the edges
of the law and the core compliance mandates remain the same for businesses that collect the
personal information of California consumers.
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Additional notes regarding regulations:
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Amends existing breach notification statute or regulation

Limited to insurers; see the NAIC Insurance Data Security Model Law #668
“Without undue delay,” “as soon as practicable,” or the functional equivalent thereof
Limited to internet service providers (ISPs)

Apparently applies to non-profits

Applies to chartered financial institutions

Limited to manufacturers of internet-connected devices

The statute implies a private right of action

The statute implies the need for a written breach notification plan

0 Only in the event of an “inadvertent” disclosure
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